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ABSTRACT

In existing E-commerce application all customers and product details will be stored and managed in single centralized
server and if this server crashed due to too many requests and or if server is hacked then services will not be available to
other customers and to overcome from this problem we are migrating E-commerce application to Blockchain which will
maintain data at multiple nodes/servers and if one node down then customers can get data from other working nodes.
Another advantage of Blockchain has inbuilt support for data encryption and immutable (data cannot be alter by
unauthorized users) and it will consider each data as block/transaction and associate each block storage with unique hash
code and before storing new records Blockchain will verify hash code of previous blocks and if all nodes blocks
verification successful then data is consider as secured. To implement this project we have used Blockchain Ethereum with
Truffleto store E-commerce data and Blockchain cannot store images so we are storing products images inside IPFS
(interplanetary file storage) server and this server will store image and returned hash code of stored image and by giving

that hash code we can retrieve images from IPFS.

1. INTRODUCTION

Ecommerce is one of the leading industries around the world. Ecommerce platforms require tremendous power and storage to
manage large amounts of data and other services. Even though the industry has superior functioning at present, there are ways to
enhance it further, which is possible through blockchain technology. Blockchain can help e-commerce businesses to handle data
more efficiently. The platforms can store information about users, products, orders, deliveries, manufacturers, sellers, and much
more in an organized manner in a blockchain network. Blockchain is well-known for its security features that provide the
ecommerce sector with extra layers of security. It cuts down the intermediaries and promotes peer-to-peer transactions. We get
many added features like quick transactions, reduced chargeback frauds, customer reviews verification, personalized product
offerings. With traceability, blockchain guarantees end-to-end product tracking to the customers. Ultimately, people can track

their orders in real-time and also check the product authencity.

2. LITERATURE SURVEY AND RELATED WORK

A literature survey for a blockchain-based e-commerce online application project in Python should include research papers,
articles, and books related to blockchain technology, e-commerce, and relevant Python libraries. Here are some key areas to focus

on:
1. *Blockchain Technology:*
- Understand the fundamentals of blockchain technology, its history, and its applications.

- Explore consensus mechanisms (e.g., Proof of Work, Proof of Stake) and their impact on blockchain security and scalability.
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- Review research papers on blockchain scalability solutions like sharing, sidechains, and layer 2 solutions.
2. *Smart Contracts:*

- Study smart contracts and their role in blockchain-based applications.

- Research different smart contract platforms (e.g., Ethereum, Biance Smart Chain) and their programming languages (Solidity

for Ethereum).
- Examine best practices for secure smart contract development.

3. *E-commerce and Blockchain:*

- Look for papers discussing the integration of blockchain in e-commerce, including supply chain management, product

provenance, and fraud prevention.
- Investigate case studies of real-world blockchain-based e-commerce applications.

4. *Python Libraries and Frameworks:*

- Identify Python libraries and frameworks suitable for blockchain development (e.g., Web3.py for Ethereum, Biance Smart

Chain Python SDK).

- Learn about web development frameworks like Django or Flask for building the e-commerce frontend and backend.

5. *Security and Privacy:*

- Research blockchain security vulnerabilities and countermeasures.

- Explore privacy-enhancing technologies like zero-knowledge proofs (e.g., zZk-SNARKSs) for protecting user data.
6. *Payment and Cryptocurrencies:*

- Understand cryptocurrency basics and their role in e-commerce transactions.

- Investigate Python libraries for handling cryptocurrency payments.
7. *Decentralized Identity:*

- Explore decentralized identity solutions on blockchain (e.g., Self-Sovereign Identity).

- Understand how they can enhance user authentication and data protection in e-commerce.
8. *Regulatory and Legal Considerations:*

- Review legal and regulatory aspects of blockchain and cryptocurrency use in e-commerce.

- Consider tax implications and compliance requirements.
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9. *Scalability and Performance:* - Examine research on blockchain scalability solutions to ensure your application can handle a

large number of transactions.
10. *User Experience and Design:*
- Look for articles on designing user-friendly blockchain-based applications for e-commerce.

- Explore user adoption challenges and strategies.

Compile summaries of the most relevant literature and use it as a foundation for your project's design and development.
Additionally, stay updated with the latest research developments in these areas, as blockchain and e-commerce are rapidly

evolving fields.

3. EXISTING SYSTEM

In existing E-commerce application all customers and product details will be stored and managed in single centralized server and
if this server crashed due to too many requests and or if server is hacked then services will not be available to other customers and
to overcome from this problem we are migrating E-commerce application to Blockchain which will maintain data at multiple
nodes/servers and if one node down then customers can get data from other working nodes.

Disadvantages:

Less security.

4. PROPOSED SYSTEM

Advantage of Blockchain has inbuilt support for data encryption and immutable (data cannot be alter by unauthorized users) and it
will consider each data as block/transaction and associate each block storage with unique hash code and before storing new records

Blockchain will verify hash code of previous blocks and if all nodes blocks verification successful then data is consider as secured.

To implement this project we have used Blockchain Ethereum with Truffleto store E-commerce data and Blockchain cannot store
images so we are storing products images inside IPFS (interplanetary file storage) server and this server will store image and

returned hash code of stored image and by giving that hash code we can retrieve images from IPFS.

Advantages:
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5. METHODOLOGIES

MODULE
SYSTEM MODULES

Building a blockchain-based e-commerce online application involves several key modules to ensure its functionality and security.
Here are some essential system modules for such an application:

1. *User Management :* This module handles user registration, login, and profile management. It should integrate robust
authentication and authorization mechanisms to protect user data.

2. *Product Catalog:* This module manages the listing of products or services available for purchase. It includes product
descriptions, prices, images, and categories.

3. *Shopping Cart:* Users can add products to their shopping cart, review the contents, and proceed to checkout. This module
should also calculate the total cost, apply discounts if necessary, and handle inventory updates.

4. *Order Management:* This module tracks and manages orders from placement to delivery. It includes order processing,
payment verification, and order status updates.

5. *Payment Integration:* Integrating a secure payment gateway is crucial. It should support cryptocurrencies if you want to
leverage blockchain technology, as well as traditional payment methods like credit cards or digital wallets.

6. *Blockchain Integration:* This is the heart of your application. It includes modules for smart contract development and
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execution. Ethereum and other blockchain platforms provide tools for building decentralized applications (dApps).

7. *Inventory Management:* Keep track of product availability, restocking, and inventory levels. This module is vital for ensuring
that products are not oversold or out of stock.

8. *Shipping and Logistics:* Handle shipping options, address validation, and tracking information. Integration with logistics
services and APIs can help automate this process.

9. *Reviews and Ratings:* Allow users to leave reviews and ratings for products. This module can build trust among users and

help with product selection.

10. *Customer Support:* Provide a way for users to contact customer support, whether through live chat, email, or a ticketing
system. Timely support is essential for customer satisfaction.

11. *Security and Compliance:* Implement robust security measures to protect user data and transactions. Ensure compliance with
relevant data protection and e-commerce regulations.

12. *Analytics and Reporting:* Collect and analyze user and sales data to gain insights into customer behavior and improve your
application.

13. *Search and Filters:* Enhance the user experience with search functionality and filters to help users find products quickly.

14. *Admin Panel:* Create a backend admin panel for managing products, orders, users, and monitoring the overall health of the
application.

15. *Notifications:* Implement notifications for order updates, promotions, and other relevant information. This can be done
through email, SMS, or in-app notifications.

16. *Blockchain Wallet Integration:* If your application involves cryptocurrency payments, users should have wallets to store and
manage their digital assets securely.

17. *Scalability and Performance:* Design your application architecture for scalability to handle increased traffic and ensure
optimal performance.

18. *Testing and Quality Assurance:* Develop a robust testing strategy to identify and fix bugs and vulnerabilities throughout the
development process.

19. *Maintenance and Updates: Plan for regular maintenance, bug fixes, and updates to keep your application secure and up to
date with the latest technologies.

20. Legal and Compliance: Ensure your application complies with all relevant laws and regulations, especially regarding e-
commerce, blockchain, and data protection.

Remember that developing a blockchain-based e-commerce application is a complex task that requires expertise in both e-
commerce and blockchain technologies. Consider collaborating with experienced developers or consulting firms specializing in

these areas to ensure a successful project.
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We can interact with the Blockchain by using Solidity code so we need to create solidity function for signup users, add products

and book orders and then this solidity has to deploy on Ethereum Blockchain and by using WEB3 python package we can call this

solidity contract. Below is the solidity code
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pragma solidity == 0.8.11 <= 0.8.11:

contract Ecommerce {
string public user signup:
string public add_product:
string public book_order:

//add signup details details
function addUser(string memory us) public {
user_signup = us:
Y
H
//get user details
function getUser() public view returns (string memory) {
return user_signup:
3
H

function addProduct(string memory ad) public {
add_product = ad:

1

H

function getProduct() public view returns (string memory) {
return add_product;

function bookOrder(string memory bo) public {

O Type here to search o
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Above solidity code can be deployed in Ethereum by following below instructions

function addProduct(string memory ad) public {
add_product = ad:
}

function getProduct() public view returns (string memory) §{
return add_product;

}

function bookOrder(string memory bo) public {
book_order = bo;
}

function getOrder() public view returns (string memory) {
return book order;
}

constructor() public {
user_signup ="";
add_product="";
book order="";
}
}

1) Go inside hello-eth/node_modules/.bin folder and double click on runBlockchain.bat file to get below screen
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&3 Command Prompt - truffle develop

E:\manoj\November21\hello-eth\node_modules\.bin>truffle develop
Truffle Develop started at http://127.©.8.1:9545/

lAccounts:

exc7b56c1b125271eldeedffaloa84a83cc620313F
oxbe597cdec3c2fla2b51d7d79e06F20e46d9dea3e
oxc432c93aa581c68ed3fo5faeb212f3f4lelec712
ex029fb6a3000361e87408fd7a61flece30b25d11d
©x2432dbdc222ffcedc54733423d1af5d5d864a7f8
©x07179afb9cba@904764853551a70081abaf70ef8
ex726facb8dea3534be6e72d2df7e863cf497edsb3
ex55f4b977e6c8alccccbecbl@@ebdb2a67f7ba2d3
Bx5T9eb3646fdc53c384783F3814680843160832425
©xb94279d4329857278b8b8ceec22acec908ed7ac89

Private Keys:

bdef17calebl3a6788828dd1d591528caef17829835d48519e21d358b68Fcd5e
laefe2209de68ef6c98bl5e8a590eb49fd973d09e4079d439e8384b11eab381
3721b80873a2d7e19087a400617201d5852a633fe6b69cbld5d52f7204dafelfs
bba@3a797a8bddbad41f209b3d813e3a1346b4d@15edb55a7c56e36b@5aa7966F
77fe4d767986F96c3ecl7@dbldba5da863d91b3f27f550e4e0cllee2caS8cc2c
5703fbbd3d88812ef707fb7c1f87bfb3d660dd53639ca4748b422c2eb5f490d2
b337a06d579c2a284d625aclleaec730a81854cbS5febcbac382d90a2d8262543
S5cf4d9e9bb5f38c4a69f340665184a713e9b3F2f491ff0c10b7abel8c4221afte
834bb791489ad5bf545225100db6a50e237456410bc3ab@57999245a6d3ed527
3b3852138739d1ce@4d1ee9349e4bf3Fdbof61f5059f2dd8eeba@da3leldadcos

O Type here to search

02-03-2022

In above screen just type ‘truffle develop” and press enter key to generate account and private keys and then type ‘truffle migrate’
to deploy solidity contract to Blockchain and get below screen

[EH Select Command Prompt - truffle develop

> Total cost:

2_deploy_contracts.js

transaction hash:
Blocks: ©
contract address:
block number:
block timestamp:
account:

balance:

gas used:

gas price:

value sent:

total cost:

©.000497708 ETH

9x490faa6lcdc70cc8d9c101becc857b3ee24cc17c6107334215904c01b921cd5d3
Seconds: ©
Ox1DD41b45C1cdC8C3T32cbaAb0464c8187D4D4058

1646209344
©xc7B56¢1B125271E1dEeDffA10a84a83cC620313T
99.998312866

552230 (©x86d26)

2 gwei

@ ETH

09.00110446 ETH

Saving migration to chain.

Saving artifacts

©.00116446 ETH

02-03-2022

In above screen white selected text you can see that Ecommerce contract deployed and the same contract address we will specify

in PYTHON code to access above deployed contract. You can see accessing code in below screen
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[ & *views.py - EAmancj\November21\BlockchainEcommerce\EcommerceApp\views.py (3.7.0)°
File Edit Format Run Options Window Help

details, username
details='"

contract

api = ipfsipi.Client (host='

127.0.0.1", port=5001)

readDetails (contract_type):
details
details = ""
print (contract_type+"
blockchain address = 12
web3 = Web3 (HTTPErovider (blockchain address))
web3.eth.defaultAccount = web3.eth.accounts[0]
compiled contract_path = ' 3 #
deployed contract_address = '
compiled contract_path)
contract_json = json.load(file)
contract_abi = contract_json['a
file.closs()
contract = web3.eth.contract (address=deployed contract_address, abi=contract_abi) #
contract_type '
details = contract.functions.getlUser ().call()
contract_type == ' :
details = contract.functior
contract_type == '
details = contract.
nt (details)

data

.getProduct () .call()

ctions.getOrder () .call()
D

saveDataBlockChain(currentData, CORTIAacT_TVDe):
details
contract
details = "
blockchain_address = ' 12 545
web3 = Web3 (HTTPProvider (blockchain_address))
web3.eth.defaultAccount = web3.eth.accounts[0]
compiled contract_path = '
deployed_contract_address
compiled_contract_path:
contract_json = json.load(file
contract_abi = contract_json[

H O Type here to search
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£
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02-03-2022

Vol23 Issue 9,2023

v
Ln: 52 Col: 56

In above screen read red colour comments to know about accessing contract from python to Blockchain. Now double click on

‘Start_IPFS.bat’ file to start IPFS server to get below screen and to start IPFS server

B C\Windows\system32\cmd.exe

nEcomm

1

O Type here to search

02-03-2022

In above screen IPFS server started and now double click on ‘run.bat’ file to start python DJANGO server and to get below screen
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B C\Windows\system32\cmd.exe - X

admin, auth, cor

1447
O Type here to search = i ABW A gy, B

In above screen python DJANGO server started and now open browser and enter URL as ‘http://127.0.0.1:8000/index.htm]” and
press enter key to get below screen

HOME SCREEN

@ Blockchain Based E-Commerce X

p X O MmN =0

& C ® 127001

Online Shopping

, g’ BLOCKCHA| |
- ECIO M MERCE

Abstract:- Blockchain Based E-Commerce Online Application.

ﬂ O Type here to search ™is ' i ﬁ | 9 Gl ‘ b L g ¢ %z W) 027102—45022 =

In above screen click on ‘Register Here’ link to signup two users such as consumer and supplier
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@ Blockchain Based E-Commerce C X + v X

¢ C  ® 127.0.0.1:8000/Register.html 2 %k O MR =9

For quick access, place your bookmarks here on okmarks bar. Import bookmarks now... Reading list

. 5
g .
.
New User Signup Screen
Username \uau \
Password ‘ ‘
Contact No|6667778881
Email ID  [caa@gmail.com
Address  [nyd
User Type [Supplier v |
[Register|
H O Type here to search { ~ Bz ozgﬁou =

In above screen supplier is getting signup and then press Register button to get below screen

@ Blockchain Based E-Commerce C X 4+ B - X
<« C @ 127.00.1:8000/Signup o 2 % O MM OQ
For quick access, place your bookmarks here on the bo < bar. Import ks now... Reading list

=

Online Shopping

BLOCKCHA| b
?‘?’OMMER-CE
Ve

New User Signup Screen

Signup process completd and record saved in Blockchain

Username \ \

Password ‘ ‘
Contactl\'o\

EmailID |

Address |

User Type [Supplier ]

|Register|

Com 'Y = o 1449
H O Type here to search ] ~B® zD) 02-03-2022 =

In above screen signup completed and now add consumer user
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@ Blockchain Based E-Commerce C X 4 b4 = x
<« C  ® 127.0.0.1:8000/Registerhtml e 2w QMR T Y
For quick access, place your bookmarks here on the bookmarks bar. Import book now... Reading list

UnunNe Snopping

New User Signup Screen

Username ‘bbb ‘

Password ‘ ‘
Contact No[9998888876
Email ID ‘bbb@gmail‘:am

Address ‘hyd
User Type (Consumer v)
Register|

14:50

H O Type here to search

In above screen customer is registering and now click on ‘Login’ link to get below screen

02-03-2022 E

@ Blockchain Based E-Commerce C X = 4 v - X

<« C  ® 127.0.0.1:8000/Login.html 12 %k O MR =9

For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now.. Reading list
—

A

-COMMERC E T

- = =

Online Shopping —

User Login Screen

Username ‘ aaa ‘
Password |- ]

User Type| Supplier v|

[Login|

> Ly s
H QO Type here to search az = .. AB®ED Gy B

In above screen supplier is login and after login will get below screen
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@ Blockchain Based E-Commerce C X + v

€ C  ® 127.0.0.1:8000/UserLogin o~ 2 % O MM

kmarks he the bookmarks bar. Import bookmari

— - “‘
Blockehain Based E-Commaegee Online Application
wr

Add New Products Update Product Quantity View Consumer Orders Logout

Welcome aaa

H o Type here to search

In above screen click on “Add New Products’ link to add new product details

E-Commerce ¢ X +

@ Blockchain Ba

¢« C @ 127.00.1:8000/AddProducthtml 2 % O MM

arks here on the bo s bar. Import ks now...
- = D SR VT TVTE TSR
Online Shopping 7~

For quick access, place your bool

Vol23 Issue 9,2023

X

= 9
Reading list

g

Il ]
Reading list

@) Open

A || « BlockchainEcom... > images v © | Searchimages
Add New Product| ogemie v Newfolder =
~
OneDrive
Product Name [L6 Fridge |
4 I This PC
Quantity 23

. *’ B 3D Object:
Product Price 10000 ’ 1=
[ Desktop

Product Descriptjon‘good quality fridge

[£ Documents

Product Image [ Choose File | No file chosen
[Add Products] ¥ Downloads
D Music
=] Pictures
B videos

i Local Disk (C)
— Local Disk (E)

v

H O Type here to search

In above screen enter new product details with image and then click on “Add Products’ button to add details in Blockchain and get

below output
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@ Blockchain Based E-Commerce C X + v X

e % O mMN»=Q

Reading list

< C @ 127.0.0.1:8000/AddProductAction

For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks 2oy

[ g BLOCKCHA| |
o —COMMERCE

Online Shopping —

=

Add New Product Screen

Product details saved and IPFS image storage hashcode = QmYBFeYbRWLFB774MFotYWG6nrtFVb7mVrpqfNS8Hgzqu1

|

Product Name [

Quantity

Product Price

Product Descripﬁon‘

Product Image [ Choose File | No file chosen
[Add Produets|

1452

H o Type here to search - 3 ] ! ~B® E) 000 =

In above screen in blue colour text we can see product details added and we can see hashcode of image where image is stored in
IPFS. Similarly you can add any number of projects. Now click on “Update Product Quantity’ link to update product quantity

@ Blockchain Based E-Commerce © X + v - X

e % O MN»= 9

< C @ 127.0.0.1:8000/UpdateQuantity.html
For quick access, place your bookmarks here on the bo s bar. Import ks now... Reading list

[ g BLOCKCHA
E= COMMERCE

Online Shopping

Update Product Quantity Screen

Product Name|LG Fridge v
Quantity LG Fridge

1454

H O Type here to search — ' ] | ANBO G gy B

In above screen select any product name and enter new quantity and press button to get below output
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@ Blockchain Based E-Commerce C X + v X

<« C ® 127.0.0.1:8000/QuantityUpdateAction e * O M N0

For quick access, place your bookma n the bookmarks bar. Import bookmarks now.. Reading list

— - “‘
Blockehain Based E-Commaegee Online Application
wr

Add New Products Update Product Quantity View Consumer Orders Logout

14:55
L ABRED oo B

H o Type here to search 0 e 4 & E m 9 4 -] 5 wg

"

In above screen in red colour we can see quantity is updated and we can see available quantity and now logout and login as
customer to purchase products’

@ Blockchain Based E-Commerce C X 4+ v - X
<« C ©® 127.0.0.1:8000/Login.html - 2 % O M N O
For quick access, place your bookmarks here on the bo < bar. Import Reading list

BLOCKCHA| | .
E-COMMERCE

=

Online Shopping

.
User Login Screen

Usemame\bbb \

Password ‘ ‘

User TypeConsumer v

[Login|
= ] > 1456

H O Type here to search - ] ~B® zD) 02-03-2022 =

In above screen customer is login and after login will get below screen
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@ Blockchain Based E-Commerce C X + v X

<« C @ 127.00.1:8000/UserLogin o 2 % O MM

For quick

kmarks

3 -
- )
Blocl\chaﬁ Based E Commaee Online Application

) __

Reading list

ccess, place your bool

here on the bookmarks bar. Import bookmarks now...

Browse Products Logout

g BLOCKCHA J -
E-"COMMERCE

Online Shopping

— - 14:56
H o Type here to search - ! ~BWZED 000 =

In above screen click on ‘Browse Products’ link to get list of products

7. CONCLUSION AND FUTURE SCOPE
CONCLUSION

In conclusion, a blockchain-based e-commerce online application offers significant advantages in terms of security, transparency,
and trust for both buyers and sellers. By leveraging blockchain technology, this platform ensures that transactions are immutable
and tamper-proof, reducing the risk of fraud. Additionally, smart contracts enable automated and secure payment processes,
enhancing efficiency. However, it's essential to consider scalability and user adoption challenges as the technology evolves.
Overall, blockchain-based e-commerce holds great promise for revolutionizing online shopping, but careful planning and

adaptation are key to its successful implementation in the ever-changing digital landscape.

FUTURE SCOPE

The future scope for a blockchain-based e-commerce online application is promising and can bring several benefits to the industry:
1. Enhanced Security: Blockchain technology provides a high level of security through its decentralized and immutable ledger,
reducing the risk of fraud and data breaches in e-commerce transactions.

2. Transparency: Blockchain allows for transparent tracking of the supply chain, providing customers with real-time information
about the origin and authenticity of products.

3. Smart Contracts: Smart contracts can automate and streamline various processes in e-commerce, such as order fulfillment,
payment processing, and dispute resolution, reducing the need for intermediaries.

4. Decentralization: Blockchain can reduce reliance on centralized intermediaries like payment processors and marketplace
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platforms, potentially lowering transaction fees and increasing user autonomy.

5. Cross-Border Transactions: Blockchain can simplify cross-border transactions by eliminating currency conversion fees and
reducing the time required for international payments.

6. Tokenization of Assets: E-commerce platforms can tokenize physical and digital assets, enabling fractional ownership and new
monetization models.

7. Loyalty Programs: Blockchain can support innovative loyalty programs and rewards systems, enhancing customer engagement
and retention.

8. Supply Chain Management: Blockchain can improve supply chain efficiency, traceability, and authenticity verification,
addressing issues like counterfeit products and product recalls.

9. Decentralized Marketplaces: Blockchain can enable the creation of decentralized e-commerce marketplaces, allowing users to
trade directly with each other without intermediaries.

10. Data Privacy: Blockchain-based solutions can enhance data privacy and give users more control over their personal
information.

However, it's important to note that while blockchain offers these advantages, it also faces challenges such as scalability,
regulatory compliance, and user adoption. Implementing a blockchain-based e-commerce application requires careful planning,
development expertise, and consideration of the specific needs of your target market. Additionally, staying up-to-date with

evolving blockchain technology and industry regulations will be crucial for long-term success.
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